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CD Part opens up a whole new (\C
threat landscape |

i\

)

v And start with Docker Image Security
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Automated Security Scanning of
X Docker Image

/
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Why scan Container images?

Mini Virtual Server Environment

e Docker images consist of an underlying
operating system, runtime, dependencies

e Images rely on base images

 Tools and packages installed in the image

Security Threat

e This means we can have a secure application,

& v cerfile [5 6668

FROM node:18 as installer

COPY . /juice-shop

WORKDIR /juice-shop X

RUN npm i -g typescript ts-node

RUN npm install --omit=dev --unsafe-perm

RUN npm dedupe

RUN rm -rf frontend/node_modules

RUN rm -rf frontend/.angular

RUN rm -rf frontend/src/assets

RUN mkdir logs

RUN chown -R 65532 logs

RUN chgrp -R 0@ ftp/ frontend/dist/ logs/ data/ il8n/
RUN chmod -R g=u ftp/ frontend/dist/ logs/ data/ il8n/
RUN rm data/chatbot/botDefaultTrainingData.json || true
RUN rm ftp/legal.md || true

RUN rm il18n/%*.json || true

but still an insecure runtime environment, which
hackers can exploit
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Container Image Scanning Tools

Image (A We can again leverage security tools
®

[
’- v/ To scan every image layer for known vulnerabilities

v/ Open source and commercial tools available

v/ More and more tools natively support security

features
Indicator that security is
becoming more important

within the developer workflow

We use Trivy to scan our image
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Integrate Scanning step into our Ci/CD

DEVSECOPS
PIPELINE

Build and

%% : Push Image

Image
- 9
nrncins | ey g i

Based on the result, we can
_Scan Image :

@ §> decide whether we want to
Next step | deploy the application or not
retirejs

@) TECHWORLD
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Integrate Scanning step into our CiI/CD

trivy:
stage: build
needs: [“"build_image"]
image: docker:24
Services:
- docker:24-dind
before_scrlpt:

- apk no-cache add curl pythond pyi-pip
- ['193 ingtall =-no-cache-dir awscli

- curl -sflL https://raw.githubusercontent.com/aquasecurity/trivy/main/contrib/install.sh | sh -8 -- -b fusr/local/bin

- aws ecr get-login-password | docker login --username ANS --password-stdin $AWS_ACCOUNT_ID.dkr.ecr.$AWS_DEFAULT_REGION.amazonaws.com
script:

- docker pull $IMAGE_NAME:$CI_COMMIT_SHA

- trivy image $¥HAEE_HAHE-$E[_EDHHI'_EH&
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Trivy Security Scanning

Trivy can scan files inSide Container images for 66359313666 .dkr.ecr.eu-west-3.amazonaws.com/juice-shop:5398%4ce2c4d140eaal7c25350d7f3cc23eB5646

+ Vulnerabilities

v Exposed Secrets

« Misconfigurations, useful only if
your image includes laC files

& Licenses

By default, vulnerability and secret
scanning are enabled

2023-08-02T16:51:01.9882 Need to update DB

2023-08-82T16:51:01.9882 IDE Repository: ghecr.io/aquasecurity/trivy-db
2025-08-82T16:51:01.9882Z Downloading DB...

19.53 MiB / 38.68 MiB [------=ccccccccccccccnccncccnn- D e —————_ ] 56.58% ? p/s
/ 38.68 MiB [---cccoomccmmmcmmc e >] 100.00% ? p/s ?38.68 Mif
I T T >] 100.00% ? p/s ?38.68 MiB / 38.68 |

--------------------------------------- >] 100.00% 31.88 MiB p/s ETA 0s38.68 MiB / 38.68 MiB [------
----------------------------- >] 100.00% 31.88 MiB p/s ETA 0s38.68 MiB / 38.68 MiB [-----veecceen-n-.
------------------- >] 100.00% 31.88 MiB p/s ETA 0538.68 MiB / 38.68 MiB [----------cemmemmencanna-.

I ; s o
\> -..\ / -~ Trivy utilizes a database containing
“’_ﬁ i/ O vulnerability information

- It downloads the database every 6 hours
aqua and is cached and updated as needed

trivg
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What Trivy can find

INFO Detected 0S: debian

INFO Detecting Debian vulnerabilities...
INFO Number of language-specific files: 1
' Detecting node-pkg vulnerabilities...

3.amazonaws.com/juice-shop:539894ce2c4d146Beaal7c25350d7f3cc23e05646 (deb

, MEDIUM: 8, HIGH: 4, CRITICAL: ©)

Vulnerability
259 | bases4url (package.ison) | wswe-Eco-428
268 | |
261 | I
262 | | BHSA-rvgB-pwa2-xi7q | MEDIUM
|

L0484
265 | eestatic (package.json) | cve-2819-10778 |
266 | |

» OS packages » Language-specific packages
AL
. (@) TECHWORLD
® Y WITH NANA



Remediation Example in Dockerfile

e Vulnerability of Debian base image

STl LRV EIJINSAURIAYE o |t uses the library libssl1.1, which has known vulnerabilities

|
Library

|

YulnerablLity

|

SEVEr1TY >Tatus

I

Installed Werslon

1

Fixed Yerslon

1

Title

Libesll.1

|
|

CVE-2025-0&64

CVE-2823-2458

HIGH

fixed

1.1.1n-B+debllud

1.1.1n=8=debllus

Suggested solution is to update to the fixed version

X Debian is used under the hood. It's an outdated image

v Change to image with secure debian base image

Denial of service by excessive resource usage in verifying
X589 policy constraints...
https:/favd, pguasec . con/nvd/cve- 2023 - BLs4

|

Possible DoS translating ASN.1 object identifiers
httos:/favd. aguasec. con/nvd/cve-2023-2658

FROM gcr.iofdistroless/nodejs:18

18 FROM node:1B-bookworm-slim
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Fixing Security Issues is not a zero-sum game

e Sometimes when you upgrade to a newer version to fix a known vulnerability in a
previous version, you introduce other, newer vulnerabilities
e Some libraries may have not fixed the issue yet

e |t's hard to get to zero vulnerabilities, but the goal is to get to the closest secure
state possible

Some steps you can take in such cases

v/ Assess the severity v Alternative solutions
v Monitor updates v/ Research and implement mitigation strategies to reduce the risk

v/ Risk acceptance after thorough understanding of potential risks
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GitLab Cl/CD Status after this chapter

Pipeline Needs Jobs 10 Failed Jobs 4

Group jobs by | Stage @ Job dependencies

cache build upload-reports deploy

@ create_cache 4 I::I__".I gitleaks IE:] build_image @ upload_reports A @ deploy_image

':f,} njsscan 5 Q] trivy

':-..!.-J retire

(!) semgrep

@ yarn_test
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Docker Security Best Practices
X

A
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Why learn Security Best Practices

Learn about Security Best Practices, that we can follow

v To be less exposed to security threats

& Have a smaller attack surface

TECHWORLD

WITH
Copyright © 2023 nnSoftware GmbH. All rights reserved.



Security Best Practices

1- Use Official Docker Images as Base Image

e Verified and already built with
best practices

Base operating system image

“ Use official "node” image
as base image

[ Install packages by yourself

2 - Use Specific Image Versions

e You might get different image

versions that break stuff
A LateSt tag iS unpredictable i F{DO NOT use a random latest tag | J | Fixate the version |

“ ' The more specific, the better ' lWORlD

node:17.0.1



Security Best Practices

BION 3 -Use Small-Sized Official Images

e Avoid introducing unnecessary
security issues from the beginning
e Reduced attack surface

node:17.0.1-alpine

~ Use Image based on a leaner and
Could pe based on full-blown OS “ smaller OS distro

DOS 4 - Use .dockerignore to explicitly exclude

# 1gnore .git and .cache folders
.git

unneeded files and folders

.cache

# ignore all markdown files (md)

e List files and folders you want to ignore *.nd
e Prevent unintended secrets exposure # ignore sensitive files

private.key

settings.json TECHWORLD
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Security Best Practices

S - Make use of Multi-Stage Builds Dockerfile with 2 Build Stages

# Build stage
mage

e “From” instruction starts a new build stage, : faven £ Butid
. . , . : /app
leaving everything you don't want in the final s f
myapp /app

image behind wvn package
e Selectively copy artifacts from one stage to

another Image e ST
e Only the last Dockerfile commands are the

image layers

= tomcat

L
lllll ,- --from=build /app/target/file.war /usr/local/tomcat/we

e Reduces security attack surface

final image

TECHWORLD

WITH
Copyright © 2023 nnSoftware GmbH. All rights reserved.



6 - Use the Least Privileged User

# create group and user

“UN groupadd -r tom && useradd -g tom tom

# set ownership and permissions

AUN chown -R tom:tom /app

# switch to user

USER tom
Some base images have a generic

user bundled in, which we can use
CMD node index.js




Continuously Scan Images in
X Container Registry

/
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Why scanning the image once is not enough

Image can be safe at the But can be unsafe a few
point of scanning days later

e We could use a Docker image in production and don't even know it

e That's why we need to continuously scan the Docker images in the
container image repository
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How to continuously scan

Container registries offer such functionality

Container Registry
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Configure Security Scanning on AWS ECR

Amazon Elastic Amazon ECR > Private registry » Scanning configuration
Container Registry

Scanning configuration

Private registry

Permissions Scanning configuration infe

Basic scanning is provided by default for your private registry. Enhanced scanning can be enabled for your registry to provide automated,
continuwouws scanning to find vulnerabilities in your container images.

Pull through cache
Replication

Scanning Scan type
’ . Select the scanning type that will be used for this registry, Enhanced scanning has .|||I|.!|r|-::|"|.|.|;1r||||1r..JE
Public registry i

Repositories © Basic scanning Enhanced scanning

Basic scanning allows manual scans and Enhanced scanning with Amazon

scanming of push of images in this Inspector provides automated

FEQISTIY This is a free service COMUIMLIDLS SCanning, IM§peed (e
vulnerabilities in both the
gystem and programming

ECR public gallery [4
Amazon ECS [©

Amaron EKS B

Enhanced Scanning

e Continuous Scanning:
o Detection when vulnerabilities occur

e Manually or Scanning on Push:

o Vulnerability detected when image is pushed

e Deeper, more comprehensive security analysis, more
e Free of charge

extensive set of vulnerability databases

e Comes at an additional cost
Copyright © 2023 nnSoftware GmbH. All rights reserved.



Configure Security Scanning on AWS ECR

Private repositories (1)

1:]_ Find repositonies

Repository with continuous

Repository
name

Tag Scan Encryption
immutability frequency type

ik Created at

scanning enabled

; & 6635951 3666 dkr.ecr.eu-west- 07 August 2023, Dlsablsd o AES-256
Ul EE=-5IoR Lk L LBOMIS: -
I.amazonaws.com/juice-shop 21:44:15 (UTC+02) Y

Amazon ECR » Repositories » juice-shop > sha256:c76c9aabe018cB632529e8a77c397eb6dalc0adbc71dbac10c0b54312d8e9aels

Overview

B Critical Informational Undefined

12 20 20 0 0

Vulnerability Findings

Vulnerabilities (52)

Q

Package Description Status v

Versions of the package tough-cookie before 4.1.3 are vulnerable to
) ) - Prototype Pollution due to improper handling of Cookies when using None
CVE-2023-26136 tough-cookie CRITICAL R . o ACTIVE .
Cookielar in rejectPublicSuffixes=false mode. This issue arises from the Provided

manndr in which the objects are initialized.

vm2 is a sandbox that can run untrusted code with whitelisted Node's

built-in modules. Prior to version 3.9.15, vm2 was not properly handling htS reS e rve d

host objects passed to " Error.prepareStackTrace” in case of unhandled ) c
CVE-2023-29017 CRITICAL async errors. A threat actor could bypass the sandbox protections to gain ACTIVE




What Amazon Inspector Scans

v/ Scans application runtime environment

« Scans whole application and application
dependencies
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Wrap Up and Next Steps

e

e \We have secured our
application in the last
chapters

@ =m &

e \We have secured the
container runtime in
this chapter

test build upload-reports deploy
Yy (1) gitleaks s (¥) build_image | (¥) upload_reports (¥) deploy_image
() nisscan ([ (@® trivy s
e We will secure the Q) retre
continuous deployment © semgrep
e And the AWS cloud () yamsest

infrastructure
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